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Abstract.

As the era of quantum computing approaches, the fundamental cryptographic primitives
securing global communications face a paradigm shift. With the National Institute of
Standards and Technology (NIST) finalizing new standards, the industry must urgently address
the vulnerabilities of legacy systems. The imminent advent of CRQCs (Cryptographically
Relevant Quantum Computers) poses an existential threat to the Public Key Infrastructure
(PKI) underpinning the global digital economy. Classical algorithms such as RSA and ECC
(Elliptic Curve Cryptography) are vulnerable to polynomial-time cryptanalysis via Shor’s
algorithm. This study investigates the HNDL (Harvest Now, Decrypt Later) threat model and
evaluates the resilience of NIST-standardized PQC (Post-Quantum Cryptography) algorithms:
ML-KEM and ML-DSA. Utilizing a high-performance Fortinet networking environment, we
experimentally validate that "Hybrid Mode" IPsec VPNs can achieve quantum resistance with
negligible performance degradation, offering a viable migration path for enterprise
infrastructure. Specifically, we benchmark the trade-offs between PQC’s larger key sizes
and network latency, demonstrating that the overhead remains within acceptable operational
thresholds. Implementing hybrid protocols provides a critical transition mechanism, allowing
organizations to secure long-term data confidentiality against retrospective decryption
while preserving interoperability with legacy systems.
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Introduction. The security of modern digital
communications relies on the computational difficulty of
integer factorization and discrete logarithm problems. While
classical computers require sub-exponential time to solve
these problems, quantum computers utilizing Shor's algorithm
can solve them in polynomial time, effectively rendering RSA-
2048 and ECC insecure [1].

While a fully operational CRQC may be a decade away, the
risk is immediate due to the "Harvest Now, Decrypt Later"
(HNDL) attack vector. Adversaries are currently intercepting
and storing encrypted traffic. This data, opaque today, will
become transparent once quantum capabilities mature. As
illustrated in timeline (fig. 1), the window for migration is
closing; organizations must protect data with long-term
confidentiality requirements before CRQCs become operational

[2].

Quantum Threat and PQC Migration Timeline (2025-2035)
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Quantum Threat and PQC Migration Timeline (2025-2035). The convergence
of quantum progress and crypto risk necessitates urgent transition
strategies

Main part. In response to this threat, the National
Institute of Standards and Technology (NIST) finalized the
primary PQC standards in August 2024. These algorithms rely
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on lattice-based cryptography, specifically the Module
Learning With Errors (MLWE) problem, which remains
intractable for both classical and quantum computers [3].

ML-KEM (FIPS 203): Formerly CRYSTALS-Kyber, this Key-
Encapsulation Mechanism replaces RSA/Diffie-Hellman for
secure key establishment. It offers efficient key sizes and
fast operation.

ML-DSA (FIPS 204): Formerly CRYSTALS-Dilithium, this
digital signature algorithm ensures authentication.

SLH-DSA (FIPS 205): A stateless hash-based signature
scheme serving as a conservative Dbackup to lattice-based
methods.

To mitigate the risk of potential vulnerabilities in newer
PQC algorithms, the industry has adopted a Hybrid Cryptography
approach (standardized in IETF RFC 9370) [4]. This method
combines classical algorithms (e.g., ECDH) with post-quantum
algorithms (e.g., ML-KEM) during key exchange. The final
session key is derived from both shared secrets.

We utilized the Fortinet Security Fabric to evaluate the
practical implementation of these standards. The architecture
supports a unified management approach, allowing PQC policies
to be deployed across data centers, branches, and remote edges
seamlessly (fig. 2).
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Figure 2
Unified FortiOS architecture deploying Quantum-Safe Encryption across
Branch, Factory, and Data Center environments
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The primary challenge in PQC adoption is computational
overhead. Lattice-based operations are more mathematically
intensive than standard ECC.

Fortinet addresses this through Hardware Acceleration,
offloading cryptographic operations to Security Processing
Units (SPUs), specifically the NP7 (Network Processor) and
CP9 (Content Processor).

If a Quantum Computer attacks, it breaks the classical
layer but is stopped by the PQC layer. If a flaw is found in
the PQC math, the classical layer maintains current security
levels.

We conducted a site-to-site VPN experiment using
FortiGate appliances running FortiOS 7.6 to measure the impact
of enabling PQC [5].

The VPN was configured in "Hybrid Mode," layering ML-KEM-
768 (NIST Level 3 security) on top of standard Diffie-Hellman
Group 21 (P=521) . This configuration ensures backward
compatibility while protecting the key exchange against
future quantum decryption (fig. 3).
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Figure 3
FortiGate VPN Phase 1 configuration showing the selection of Post-
Quantum "ADDKE" (Additional Key Exchange) algorithms.
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The results demonstrated a bifurcation 1in performance
impact. Control Plane (Handshake): The inclusion of ML-KEM

This work is distributed under the terms of the Creative
Commons Attribution—-ShareAlike 4.0 International License 2 1 3
(https-//creativecommons.org/licenses/by—sa/4.0/).



Proceedings of the 9th International
Scientific and Practical Conference
«Scientific Goals and Purposes NO
in XXI Century» 276

(December 19-20, 2025).
Seattle, USA INTERCONF

SoenTIF PubLiHNG CenTe

INFORMATION AND WEB TECHNOLOGIES

keys increased the IKEvZ2 handshake payload by approximately
2.3KB. This added a latency of 5-10ms during the initial
connection setup (fig. 4).
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Detailed selection of ML-KEM-512, 768, and 1024 parameters within the
configuration interface

The experiment setup, can be recreated using CLI (Command
Line Interface) of FortiOS, to enable PQC key exchange for an
IPsec tunnel in the CLI The implementation begins with the
initiator configuration.

In the Command Line Interface (CLI), the Phase 1 interface
is modified to include the ©post-quantum parameters.
Specifically, the set addkel command is utilized to append
the ML-KEM algorithm to the standard Diffie-Hellman exchange,
creating a hybrid key agreement structure (fig. 6).

Symmetry in configuration is essential for successful
IPsec negotiation. The responder device (FGT-D), located at
the data center, requires an identical cryptographic
proposal. The configuration below demonstrates the matching
settings, ensuring that both the classical Diffie-Hellman
group and the post-quantum algorithm align with the
initiator's request (fig. 7).
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config vpn ipsec phasel-interface

edit "site @802"

interface "portl™
ike-version 2
peertype any
net-device disable
proposal aes128-sha256 aes256-sha256 aes128gcm-prfsha256 aes256gcm-prfsha384 chacha2@poly1305-prfsha2s6
addkel 35 36 37
addke2 1883
childless-ike enable
transport auto
remote-pw 172.16.200.9
psksecret 0000
next
end
config vpn ipsec phase2-interface
edit "site B02"
set phaselname "site @02"
set addkel 10898
set proposal aes128-shal aes256-shal aes128-sha256 aes256-sha256 aes128gcm aes256gem chacha28poly1385
next

end

Figure 6
Configure FGT-C

config vpn ipsec phasel-interface
edit "site 881"

interface “"porti”
ike-version 2
peertype any
net-device disable
proposal aes128-sha2?56 aes256-sha256 aes128gcm-prfsha25é aes256gcm-prfsha384 chacha28poly1385-prfsha256
addke1l 35 36 37
addke2 1683
childless-ike enable
transport auto

remote-gw 172.16.200.8
psksecret X0000(

next
end
config vpn ipsec phase2-interface
edit "site_ee1”
set phaselname "site @e1"
set addkel 1898
set proposal aes128-shal aes256-shal aes128-sha256 aes256-sha256 aes128gcm aes256gcm chacha2epolyl3es
next

end

Figure 7
Configure FGT-D

Upon applying the configurations, the tunnel
establishment process is initiated. The operational status of
the VPN 1is verified using the gateway 1list command. As
illustrated in the output below, the presence of the specific
PQC algorithm tag in the gateway details confirms that the
hybrid negotiation was successful and the tunnel is active
(fig. 8).

This work is distributed under the terms of the Creative
Commons Attribution—-ShareAlike 4.0 International License 2 1 5
(https.//creativecommons.org/licenses/by—sa/4.0/).



Proceedings of the 9th International
Scientific and Practical Conference

«Scientific Goals and Purposes NO

in XXI Century» 276

(December 19-20, 2025).

Seattle, USA INTeRCONF

SoenTIF PubLiHNG CenTe

INFORMATION AND WEB TECHNOLOGIES

#diagnose vpn ike gateway list

vd: root/e

name: site_881PPPPPP1

version: 2

interface: portl 9

addr: 172.16.200.9:568 -> 172.16.200.8:500

tun_id: 172.16.200.8/::172.16.20808.8
remote_location: @.6.08.8

network-id: 8

transport: UDP

created: 88s apgo

peer-id: 172.16_200_8

peer-id-auth: no

pending-queue: @

PPK: no

IKE SA: created 1/1 established 1/1 time 8/8/6 ms
IPsec SA: created 1/1 established 1/1 time 8/6/6 ms

Figure 8
Verify the IPsec VPN tunnel state on FGT-D

To provide granular validation of the handshake, IKE real-
time debugging is engaged. The debug logs capture the specific
IKE INTERMEDIATE exchanges defined in RFC 9370. The output
confirms the transmission and acceptance of the large post-
quantum public keys, which occurs prior to the final
authentication phase (fig. 9).

#diagnose debug enable
#diagnose debug application ike -1

ike V=root:8:site @82PPPPPP1:14: initiator received SA_INIT response

ike V=root:@:site_©02PPPPPP1:14: processing notify type NAT_DETECTION_SOURCE_IP

ike V=root:8:site @82PPPPPP1:14: processing NAT-D payload

ike V=root:8:site @82PPPPPP1:14: NAT not detected

ike ite ©02PPPPPP1:14: process NAT-D

ike ite ©@2PPPPPP1:14: processing notify type NAT_DETECTION DESTINATION IP
ike ite_©02PPPPPP1:14: processing NAT-D payload

ike ite ©8@2PPPPPP1:14: NAT not detected

ike V=root:8:site_@@2PPPPPP1:14: process NAT-D

Figure 9
Verify the IKE debug output

Data Plane (Throughput) Once the secure tunnel was
established, data traffic was processed by the NP7 hardware
accelerator. As shown 1in FortiView Session, the session
throughput remained at line rate with no additional latency
for user traffic (fig. 10).
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Figure 10

FortiView session monitoring confirming that traffic inside the Quantum-
Safe tunnel is fully hardware accelerated “Accelerated by NPU”

Because the actual data encryption wutilizes AES-256
(which is considered gquantum-resistant regarding Grover’s
algorithm when key sizes are sufficient), the heavy lifting
of PQC is restricted to the infrequent re-keying phase.

Conclusion. The "Harvest Now, Decrypt Later" threat
effectively collapses the decision horizon for cryptographic
migration to the present day. Our research confirms that the
transition to Post-Quantum Cryptography is technically
feasible and operationally viable.

The experimental implementation using Fortinet’s hybrid
architecture demonstrates that organizations do not need to
choose between security and performance. By leveraging
hardware acceleration and hybrid key exchanges, enterprises
can immunize their long-term data against quantum decryption
today, ensuring resilience through the 2030s and beyond.
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