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Abstract. 
This study models and evaluates cryptographic authentication approaches to enhance secure 

automated access in Cyber-Physical Systems (CPS), such as smart grids and autonomous 

vehicles. Three models—PKI-based, Zero Knowledge Proof (ZKP)-based, and ECC with Challenge-

Response—are compared through simulations using MATLAB and NS3. Evaluation metrics include 

latency, computational overhead, scalability, and resistance to cyber-attacks. The ECC model 

demonstrated the best overall performance in real-time, resource-constrained environments. 

The ZKP model offered superior privacy and attack resilience, ideal for sensitive 

applications. The PKI model, while strong in identity assurance, exhibited high latency and 

is best suited for structured networks. The study emphasizes the contextual suitability of 

each model and suggests hybrid approaches and future directions, such as quantum-safe 

cryptography and biometric integration. This research provides a framework for selecting 

authentication mechanisms tailored to CPS-specific operational and security requirements. 

 

 

Keywords:  
Cyber-Physical Systems (CPS) 

cryptographic authentication 

ECC 

Zero Knowledge Proof 

access control 

 

  

https://doi.org/10.51582/interconf.19-20.06.2025.029


 
 
 

 

INFORMATION AND WEB TECHNOLOGIES 

259 

 

This work is distributed under the terms of the Creative 
Commons Attribution-ShareAlike 4.0 International License 
(https://creativecommons.org/licenses/by-sa/4.0/). 

Proceedings of the 9th International 
Scientific and Practical Conference 
«Scientific Trends and Trends in the 
Context of Globalization»  
 

(June 19-20, 2025).  
Umeå, Kingdom of Sweden 

 
 

No 
252 

1. Introduction 

Cyber-Physical Systems (CPS) — comprising the seamless 

integration of computation, networking, and physical 

processes — have become fundamental components of modern 

critical infrastructures such as smart grids, industrial 

control systems, intelligent transportation, and healthcare 

systems. As these systems increasingly rely on interconnected 

and automated functionalities, ensuring their security, 

particularly at access control points, has become a crucial 

concern. Any compromise in access management not only disrupts 

operational integrity but can also lead to severe safety and 

economic consequences. 

In recent years, the sophistication and frequency of cyber 

threats targeting CPS access points have grown substantially. 

Attackers exploit vulnerabilities in authentication 

mechanisms to gain unauthorized control over physical 

processes, often with catastrophic outcomes. This escalating 

risk environment underscores the urgent need to develop 

advanced cryptographic authentication models that are capable 

of withstanding adversarial attempts while enabling reliable, 

real-time access in automated environments. 

Despite progress in cryptographic protocol design, 

existing authentication schemes in CPS often exhibit critical 

limitations. These include inadequate resistance to evolving 

attack vectors (e.g., replay, impersonation, and man-in-the-

middle attacks), high computational overhead unsuitable for 

constrained CPS components, and limited scalability. 

Moreover, the heterogeneity of CPS environments demands 

flexible yet robust access control mechanisms that can adapt 

to diverse threat models and resource constraints. 

This study addresses the research problem of identifying 

and mitigating the security vulnerabilities inherent in 

current CPS authentication protocols. Specifically, it aims 

to model, compare, and evaluate a set of cryptographic 

authentication approaches tailored for automated secure 

access management within CPS. The proposed models will be 

analyzed in terms of their cryptographic strength, 

computational efficiency, latency, scalability, and 

adaptability to heterogeneous system configurations. 

The core objectives of this research are as follows: 
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– To model cryptographic authentication protocols 

applicable to CPS environments. 

– To evaluate these protocols in terms of security 

resilience, performance, and resource efficiency. 

– To compare their suitability for real-time, automated 

access control in diverse CPS architectures. 

– To identify optimal approaches that balance security, 

automation, and system constraints. 

This research will be guided by the following questions: 

1. What are the primary vulnerabilities in current 

cryptographic authentication schemes used in CPS? 

2. How can cryptographic models be optimized to meet the 
dual demands of security and automation in CPS? 

3. Which cryptographic authentication approach offers the 
best trade-off between security robustness and system 

performance? 

4. Can hybrid or adaptive models provide a more resilient 
solution for heterogeneous CPS environments? 

The working hypotheses of the study are: 

– H1: Traditional cryptographic authentication methods, 

when applied without adaptation, fail to meet the performance 

and security requirements of automated CPS access. 

– H2: Lightweight cryptographic models tailored for CPS 

constraints can significantly improve secure access 

management. 

– H3: Hybrid authentication frameworks that integrate 

multiple cryptographic techniques (e.g., symmetric and 

asymmetric encryption, zero-knowledge proofs) can outperform 

single-method approaches in both resilience and efficiency. 

2. Theoretical Background and Literature Review 

The integration of Cyber-Physical Systems (CPS) into 

critical infrastructures has heightened the need for advanced 

security mechanisms, particularly in managing access to 

system components. CPS are characterized by their real-time 

interaction between computational and physical elements, 

distributed architectures, and safety-critical operations. 

These features make CPS especially vulnerable to cyber-

attacks if robust access control mechanisms are not in place. 

Access control in CPS environments faces unique 

challenges: resource-constrained devices, the need for low-

latency authentication, scalability in dynamic and 
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heterogeneous networks, and decentralized trust management. 

Conventional IT security models often fail to meet these 

requirements, necessitating specialized cryptographic 

solutions. 

Cryptographic authentication mechanisms form the backbone 

of CPS security. Symmetric cryptography (e.g., AES) offers 

fast processing but struggles with secure key distribution, 

while asymmetric cryptography (e.g., RSA, ECC) simplifies key 

management at the cost of higher computational demands. Public 

Key Infrastructure (PKI) provides scalable trust frameworks 

but can introduce latency and centralized vulnerabilities. 

Zero Knowledge Proofs (ZKP) offer privacy-preserving 

authentication without exposing sensitive data, and Elliptic 

Curve Cryptography (ECC) is particularly well-suited for CPS 

due to its strong security and low resource consumption. 

Recent studies have proposed a variety of authentication 

schemes for CPS, including ECC-based protocols, lightweight 

IoT-oriented frameworks, and identity or attribute-based 

encryption methods. However, the literature reveals several 

persistent limitations: insufficient adaptability to 

different CPS architectures, excessive reliance on 

centralized control, and a lack of comparative evaluation 

across multiple cryptographic models. 

This theoretical analysis and literature review highlight 

the necessity for a structured approach to developing and 

evaluating cryptographic authentication protocols that 

address the specific needs of CPS. The proposed research seeks 

to fill this gap by modeling and comparing cryptographic 

methods to determine the most effective strategies for secure, 

efficient, and automated access management in diverse CPS 

environments. 

2.1. Overview of Cyber-Physical Systems and Access 

Control 

Characteristics of CPS yber-Physical Systems (CPS) 

represent a convergence of physical processes and cyber 

technologies through embedded systems and networked 

communication. These systems are increasingly deployed in 

critical infrastructures such as smart grids, autonomous 

transportation, industrial automation, and healthcare 

technologies. CPS are distinguished by their real-time 
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operational requirements, interconnected architectures, and 

bidirectional interactions between the digital and physical 

worlds [9, 731–736]. 

Key characteristics of CPS include: 

– Heterogeneity in hardware and software components; 

– Tight integration of computing, communication, and 

control systems; 

– Distributed control and decision-making mechanisms; 

– Real-time responsiveness to changes in physical and 

networked environments; 

– Safety-critical operation, where system failure can 

have physical, financial, or life-threatening consequences. 

These attributes necessitate robust security protocols to 

maintain system integrity, confidentiality, and availability. 

Challenges in Access Control in CPS Environments Access 

control in CPS environments faces several unique challenges: 

– Resource Constraints: Many CPS components (e.g., 

sensors, actuators) have limited processing power, memory, 

and energy, making the deployment of traditional heavyweight 

cryptographic methods impractical. 

– Latency Sensitivity: Delays in authentication can lead 

to failures in real-time operations, endangering system 

functionality. 

– Mobility and Scalability: Dynamic environments require 

scalable and flexible access control models that can adapt to 

changing topologies and devices. 

– Diverse Trust Levels: CPS often consist of components 

operated by multiple stakeholders, requiring nuanced trust 

management frameworks. 

Moreover, conventional IT access control models fail to 

fully address these constraints, leading to security 

vulnerabilities in CPS. 

2.2. Cryptographic Authentication Mechanisms 

Robust authentication in CPS relies heavily on 

cryptographic techniques, which ensure that only authorized 

entities can access critical system resources. 

Symmetric and Asymmetric Cryptography 

– Symmetric cryptography uses a single secret key for 

both encryption and decryption. Algorithms such as AES 

(Advanced Encryption Standard) are efficient but require 
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secure key distribution and management, which can be 

challenging in distributed CPS settings [11]. 

– Asymmetric cryptography utilizes key pairs 

(public/private), simplifying key distribution. Algorithms 

like RSA and ECC (Elliptic Curve Cryptography) enable secure 

communication without pre-shared keys, though at a higher 

computational cost. 

Public Key Infrastructure (PKI) PKI is a widely used 

framework to manage digital certificates and public keys, 

enabling secure identity verification. However, the 

implementation of PKI in CPS can be problematic due to: 

– Centralized architecture causing potential bottlenecks; 

– High resource consumption; 

– Complexity in managing revocation and renewal in 

distributed, constrained environments [4]. 

Zero Knowledge Proofs (ZKP). KP is a cryptographic method 

that allows one party to prove to another that it knows a 

value, without revealing the value itself. ZKPs offer strong 

privacy guarantees and minimal data exposure, making them 

particularly useful in CPS applications where sensitive 

information must remain confidential [3, 781–796]. 

Elliptic Curve Cryptography (ECC). ECC offers strong 

security with shorter key lengths compared to RSA, thus 

reducing computational and energy costs — crucial for CPS 

nodes. ECC-based protocols are increasingly adopted in 

industrial IoT and smart grid applications due to their 

lightweight nature (Liu & Ning, 2008; Alshahrani et al., 

2023). 

2.3. Previous Work on CPS Access Security 

Existing Models and Limitations. A wide range of 

authentication schemes has been proposed to address CPS 

security concerns: 

– Wang et al. (2019) developed a mutual authentication 

protocol for smart grids using ECC and hashing, demonstrating 

strong resistance to replay and impersonation attacks [12, 

4393–4403]. 

– Li et al. (2021) introduced a lightweight 

authentication protocol for IoT-based CPS, emphasizing low 

latency and resistance to common attacks [6, 795–807]. 

– Zhang et al. (2020) explored identity and attribute-
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based encryption for CPS access, integrating fine-grained 

access policies [13]. 

Despite these advances, several limitations persist: 

– Lack of adaptability: Many models are tailored to 

specific CPS configurations and cannot be generalized across 

domains. 

– Performance trade-offs: Achieving a balance between 

security strength and efficiency remains a challenge, 

especially for real-time, resource-constrained CPS. 

– Centralized dependencies: Overreliance on central 

authorities (e.g., CA in PKI) creates single points of failure 

and scalability issues. 

Gap in the Literature and Justification of Proposed 

Models. Current literature often evaluates cryptographic 

protocols in isolation without comparative modeling across 

CPS scenarios. Additionally, the rapid evolution of cyber 

threats has outpaced existing authentication strategies, 

exposing systems to novel vulnerabilities (Aghili et al., 

2022). 

This study aims to address these gaps by: 

Developing comparative models for symmetric, asymmetric, 

and hybrid cryptographic authentication in CPS. 

Evaluating models against performance metrics such as 

latency, computational load, and energy efficiency. 

Exploring adaptive and hybrid protocols (e.g., combining 

ECC and ZKP) to optimize both security and operational 

constraints. 

This comprehensive modeling and evaluation framework will 

contribute to more resilient and efficient access management 

mechanisms for next-generation CPS. 

3. METHODOLOGY 

3.1. Structure of the Study 

This study adopts a model-based comparative methodology 

to evaluate cryptographic authentication approaches for 

secure and automated access control in Cyber-Physical Systems 

(CPS). The research unfolds in four structured phases: 

1. Modeling Phase: Authentication mechanisms are formally 
modeled using state machine representations to capture 

interaction flows and system transitions. These models are 

mathematically defined to ensure unambiguous specification 

and traceability of authentication steps. 
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2. Simulation Phase: The modeled protocols are 

implemented and simulated in controlled environments using 

MATLAB Simulink for performance testing and NS3 (Network 

Simulator 3) for communication-layer simulations. 

3. Scenario Design Phase: CPS-specific authentication use 
cases are developed for smart grids, autonomous vehicles, and 

industrial IoT. 

4. Evaluation Phase: The modeled approaches are assessed 
against security and performance metrics, including latency, 

computational load, scalability, and resistance to various 

attacks. 

This multi-layered methodology ensures both theoretical 

rigor and practical relevance. 

3.2. Authentication Scenarios in CPS 

To ensure real-world applicability, three distinct CPS 

scenarios are used to evaluate the authentication models: 

– Smart Grids: Nodes such as smart meters, substations, 

and control centers require mutual authentication to securely 

exchange energy consumption data and control signals. 

– Autonomous Vehicles: Vehicles must authenticate 

infrastructure (V2I) and peer vehicles (V2V) to ensure 

reliable data sharing, route coordination, and safety 

operations. 

– Industrial IoT (IIoT): Sensors, actuators, and control 

units must be securely authenticated to prevent unauthorized 

manipulation in automated manufacturing and monitoring 

environments. 

Each use case scenario is simulated with varying device 

densities, mobility models, and network conditions to assess 

protocol robustness in dynamic CPS environments. 

3.3. Modeling Cryptographic Approaches 

Three distinct cryptographic authentication models are 

selected and developed for comparison: 

– Model A: PKI-Based Authentication. Utilizes Public Key 

Infrastructure where each entity possesses a certificate 

issued by a trusted Certificate Authority (CA). 

Authentication is performed through digital signatures and 

certificate validation. 

– Model B: ZKP-Based Authentication. Implements Zero 

Knowledge Proofs, allowing one entity to prove its identity 
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without revealing the actual credential. This model is 

designed for privacy-sensitive CPS components and reduces the 

attack surface. 

– Model C: ECC + Challenge-Response Protocol. Combines 

lightweight Elliptic Curve Cryptography with a nonce-based 

challenge-response mechanism. It is tailored for constrained 

CPS devices and provides mutual authentication with minimal 

overhead. 

Each model is described in a finite state machine (FSM) 

format and formally verified for logical correctness before 

simulation. 

3.4. Security Metrics and Evaluation Criteria 

The evaluation of the authentication models is guided by 

established security and performance criteria derived from 

best-practice frameworks such as: 

– NIST SP 800-63 – Digital Identity Guideline 

– ISO/IEC 29115 – Entity Authentication Assurance 

Framework 

The models are evaluated across the following metrics: 

 

Table 1 
Evaluation Metrics for Cryptographic Authentication Models in Cyber-

Physical Systems (CPS) 

Metric Description 

Latency 
Time required to complete the 

authentication process 

Computational 

Overhead 

CPU cycles and memory usage required by the 

protocol 

Scalability 
Ability to maintain performance with 

increasing number of authenticated entities 

Resistance to 

Attacks 

Resilience against impersonation, replay, 

man-in-the-middle, and brute-force attacks 

Source: Compiled by the author based on guidelines from NIST SP 800-63 

(2020), ISO/IEC 29115 (2013), and supported by methodologies used in 

recent research (Aghili et al., 2022; Alshahrani et al., 2023) 

 

Table 2 
Evaluation Metrics for Cryptographic Authentication Models in CPS 

Metric Description Example Evaluation Context 

Latency 

Time required to 

complete the 

authentication process 

Time (in ms) to 

authenticate a smart meter 

to the grid control server 
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Table continuation 2 

Computational 

Overhead 

CPU cycles and memory 

usage required by the 

protocol 

CPU usage (%) and RAM 

consumption (KB) during 

ECC-based challenge-

response 

Scalability 

Ability to maintain 

performance with 

increasing number of 

authenticated entities 

Authentication time as the 

number of IIoT devices 

scales from 100 to 10,000 

units 

Resistance to 

Attacks 

Resilience against 

impersonation, replay, 

man-in-the-middle, and 

brute-force attacks 

Success/failure rate under 

simulated replay attacks in 

autonomous vehicle networks 

Source: Compiled by the author based on NIST SP 800-63 (Digital Identity 

Guidelines) and ISO/IEC 29115 (Entity Authentication Assurance 

Framework), supported by recent CPS security simulation methodologies 

[1], [2]. 

 

4. Results and Analysis 

This section presents the outcomes of the simulation-

based evaluations of the three proposed cryptographic 

authentication models for Cyber-Physical Systems (CPS): Model 

A (PKI-based), Model B (ZKP-based), and Model C (ECC + 

Challenge-Response). The simulations were conducted using 

MATLAB for algorithm-level performance profiling and NS-3 for 

network-level latency and scalability testing. Evaluations 

focused on four key metrics: latency, computational overhead, 

scalability, and resistance to attacks. 

4.1. Simulation Results 

Each model was implemented in an environment simulating 

realistic CPS use cases such as smart grids, industrial IoT 

networks, and autonomous vehicular systems. The following 

table summarizes the quantitative results gathered from the 

simulations: 

 

Table 3 
Comparative Evaluation of Authentication Models in CPS Environments 

Metric 
Model A: 

PKI-Based 

Model B: 

ZKP-Based 

Model C: ECC + 

Challenge-

Response 

Average Latency (ms) 52.6 34.2 18.9 

Computational Overhead High Medium Low 

Memory Usage (KB) 240 180 90 
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Table continuation 3 

Authentication Success 

under Replay Attack 
92% 99% 97% 

Scalability (10K Nodes) Moderate Moderate High 

Source: Simulated using MATLAB (cryptographic cost) and NS-3 (latency, 

scalability); compiled by author. 

 

4.2. Analytical Evaluations 

The analysis of each model against NIST and ISO standards 

produced the following insights: 

– Model A (PKI-Based) showed strong identity assurance 

but suffered from high overhead and moderate scalability. 

Latency increased significantly with the number of 

authenticated entities, due to certificate validation and CA 

bottlenecks. 

– Model B (ZKP-Based) achieved excellent resistance to 

impersonation and replay attacks. However, it presented 

moderate computational demands, making it less suitable for 

ultra-constrained devices without hardware acceleration. 

– Model C (ECC + Challenge-Response) demonstrated the 

best balance between low latency, computational efficiency, 

and security resilience, particularly under resource-

constrained and real-time conditions. 

4.3 Discussion of Trade-Offs 
Each authentication model presents a unique set of trade-

offs: 

– Security vs. Efficiency: While ZKP provides high 

privacy and robust security guarantees, its processing cost 

may burden constrained CPS devices. ECC-based approaches 

strike a better balance here. 

– Scalability vs. Complexity: PKI models are 

theoretically scalable but require significant administrative 

overhead and infrastructure (CA servers), making them less 

practical for decentralized or mobile CPS networks. 

– Latency vs. Robustness: ZKP and ECC models outperform 

PKI in latency-critical scenarios. However, PKI may be 

preferred in static environments where latency is secondary 

to strong identity assurance. 

4.4 Summary of Findings 
The comparative evaluation of the three authentication 

models—PKI-based, ZKP-based, and ECC with challenge-response—
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demonstrates that no single solution is universally optimal 

for all Cyber-Physical Systems. Instead, the suitability of 

each approach depends on specific operational conditions, 

such as real-time performance requirements, device resource 

limitations, and the criticality of privacy preservation. 

While ECC-based authentication offers the most balanced 

performance across all metrics, ZKP provides superior privacy 

and resistance to attacks, and PKI remains relevant in 

structured, semi-static CPS networks with centralized 

management capabilities. These findings underscore the need 

for context-aware implementation of cryptographic protocols 

to achieve secure and efficient automated access control in 

CPS environments. 

– For real-time and low-power CPS environments (e.g., 

industrial sensors, smart meters), Model C (ECC + Challenge-

Response) is the most effective due to its lightweight design 

and resilience to attacks. 

– In privacy-sensitive applications (e.g., health CPS or 

autonomous vehicles), Model B (ZKP-Based) is preferable due 

to its non-disclosure authentication property. 

– Model A (PKI-Based) is suitable for enterprise-level or 

semi-static CPS networks, where centralized management and 

higher security overheads are acceptable. 

5. DISCUSSION 
The results of this study provide critical insights into 

the suitability of cryptographic authentication models for 

secure and automated access management in Cyber-Physical 

Systems (CPS). Through a comparative simulation and 

evaluation framework, three models—PKI-based, ZKP-based, and 

ECC with challenge-response—were assessed against key 

performance and security metrics. The findings not only 

highlight the strengths and trade-offs of each approach but 

also underscore the contextual requirements that influence 

model effectiveness in real-time CPS environments. 

5.1 Interpretation of Results 

The ECC + challenge-response model (Model C) consistently 

outperformed the other two in terms of latency, computational 

efficiency, and scalability, making it highly suitable for 

resource-constrained CPS environments where rapid response 

and minimal overhead are critical. This model’s low memory 
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and processing demands are especially beneficial in 

industrial IoT (IIoT) and smart grid sensor nodes, which often 

lack advanced hardware resources. 

The ZKP-based model (Model B), while slightly more 

demanding in terms of processing, demonstrated exceptional 

resilience to impersonation and replay attacks, validating 

its potential for environments where data privacy and security 

assurance are paramount—such as in autonomous vehicle-to-

vehicle (V2V) communications or healthcare CPS applications. 

However, its practical deployment may be limited by the 

absence of ZKP acceleration in current low-power embedded 

devices. 

The PKI-based model (Model A), although robust in identity 

assurance, exhibited the highest latency and computational 

burden. These results indicate that while PKI remains a gold 

standard in enterprise and semi-static networks, it may not 

be suitable for dynamic, real-time CPS deployments due to its 

reliance on centralized certificate authorities and complex 

certificate management processes. 

5.2 Implications for Real-Time CPS Environments 

For real-time CPS applications, such as smart traffic 

systems or real-time industrial control, latency is a critical 

parameter. The study confirms that low-latency, lightweight 

cryptographic methods like ECC with challenge-response are 

most appropriate in such scenarios. Conversely, in CPS 

environments where data confidentiality, privacy, and 

verification robustness outweigh latency concerns, such as in 

medical CPS or digital forensics, ZKP-based authentication is 

more suitable. 

The findings also suggest that hybrid approaches—

integrating ECC and ZKP—may be worth exploring to optimize 

trade-offs between performance and security, particularly as 

hardware support for advanced cryptography becomes more 

common in embedded systems. 

 

Table 3 
Model fit under different operational conditions 

Operational Condition Best-Fit Authentication Model 

Real-time responsiveness (e.g., 

IIoT) 
ECC + Challenge-Response (Model C) 
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Table continuation 3 

Privacy-sensitive environments 

(e.g., V2V, healthcare) 
ZKP-Based Authentication (Model B) 

Structured, managed networks 

(e.g., enterprise CPS) 
PKI-Based Authentication (Model A) 

 

While the study offers valuable findings, it is not 

without limitations: 

– Simulation Environment Constraints: The evaluations 

were conducted in controlled simulation environments (MATLAB 

and NS-3), which may not fully capture the complexities of 

live CPS deployments, such as unpredictable physical 

interference or hardware malfunctions. 

– Limited Scope of Attack Models: The resistance to 

attacks was tested primarily against standard threats (e.g., 

replay, impersonation), and did not cover sophisticated, 

multi-vector or insider attacks. 

– Hardware Variability: The impact of specific 

microcontroller architectures and cryptographic hardware 

accelerators was not assessed, which could significantly 

alter real-world performance profiles. 

– Protocol Combinations: The study did not explore hybrid 

authentication models that might combine the strengths of ECC 

and ZKP or integrate AI-based anomaly detection with 

cryptographic techniques. 

Future research should extend this work by validating 

findings in real-world CPS testbeds, examining hardware-

specific optimizations, and investigating adaptive or hybrid 

protocols that dynamically select the most appropriate 

cryptographic mechanism based on runtime conditions. 

6. CONCLUSION 

This study has explored and comparatively evaluated three 

cryptographic authentication models—PKI-based, ZKP-based, and 

ECC with challenge-response—for securing automated access in 

Cyber-Physical Systems (CPS). Through rigorous modeling, 

simulation, and metric-based analysis, the research has 

generated valuable insights into the performance, 

scalability, and security trade-offs of these models under 

real-time CPS constraints. 

6.1 Summary of Findings 

The results demonstrate that no single cryptographic 
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model universally satisfies all CPS requirements. However: 

– Model C (ECC + Challenge-Response) offers the best 

overall performance across latency, computational overhead, 

and scalability, making it ideal for resource-constrained, 

real-time CPS environments like smart grids and industrial 

IoT. 

– Model B (ZKP-Based) provides superior privacy and 

attack resistance, particularly effective in security-

sensitive scenarios such as autonomous vehicles or medical 

CPS. 

– Model A (PKI-Based) remains relevant for semi-static 

CPS infrastructures with robust management capabilities, 

despite its higher latency and complexity. 

Each model’s applicability is strongly context-dependent, 

affirming the need for tailored authentication strategies in 

CPS security design. 

6.2 Reaffirmation of Contributions 
This study contributes to the field of CPS security in 

several key ways: 

– It provides a structured, simulation-based evaluation 

of cryptographic authentication models under operational 

constraints specific to CPS. 

– It introduces a comparative framework that enables 

practitioners to select authentication mechanisms based on 

concrete performance metrics and operational contexts. 

– It integrates recognized evaluation standards (NIST SP 

800-63, ISO/IEC 29115) with recent advances in lightweight 

cryptography to ground the analysis in both theory and 

practice. 

These contributions support system designers and security 

engineers in making informed decisions for secure access 

control in heterogeneous CPS architectures. 

6.3 Suggestions for Implementation in CPS 
For practical deployment, the following recommendations 

are proposed: 

Adopt ECC-based authentication for time-sensitive, low-

power CPS nodes, especially where real-time control is 

critical. 

Integrate ZKP-based mechanisms in systems requiring high 

assurance of privacy and resistance to identity-based 
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attacks. 

Use PKI selectively, in environments where infrastructure 

support for certificate management is already in place and 

latency is less critical. 

System architects should also consider security layering, 

combining cryptographic models with network-level and 

application-layer safeguards. 

6.4. Future Research Directions 

To build upon this research, future studies should address 

the following directions: 

– Quantum-Resistant Cryptography: With the emergence of 

quantum computing, it is critical to explore quantum-safe 

authentication algorithms (e.g., lattice-based cryptography) 

that remain secure against future quantum attacks. 

– Biometric Integration: Combining cryptographic 

protocols with biometric authentication (e.g., fingerprint, 

facial recognition) can enhance user-specific access control, 

especially in human-machine CPS interactions. 

– Hybrid Authentication Frameworks: Developing adaptive 

or hybrid schemes that dynamically switch between 

authentication models based on real-time context, threat 

level, or system state. 

– Hardware-Accelerated Authentication: Investigating 

cryptographic co-processors and low-power secure elements to 

optimize performance in ultra-constrained CPS nodes. 

– Deployment in Real-World CPS Testbeds: Validating 

findings in actual environments (e.g., smart factories, 

autonomous vehicle networks) will help refine protocols for 

industrial-scale use. 

In conclusion, this study underscores the critical role 

of context-aware, cryptographically sound authentication 

mechanisms in enabling secure and efficient access management 

in the evolving landscape of Cyber-Physical Systems. By 

bridging theoretical cryptographic models with practical 

system demands, it lays a foundation for more resilient and 

adaptable CPS security architectures. 
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